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FOI 1047-11 - Personal data losses

Outline of what was lost/reported g/ d)
Date Location Data format Cause of loss Type of data Number of people aff Data lings initi
Documents lost in internal
14/10/2008 FCO Paper - Passport applications 14 Yes No No
UK Service . Theft of video camera N " B .
19/11/2008 . Sound and images B Video recordings of mock interviews 3 Yes No No
Provider from external premises
Encrypted disc lost during
22/12/2008 British Council Electronic despatch to external Payroll details 2000 Yes No No
recipient
Consular out of hours Full list of staff at post. Contact telnos for 3 consular
10/01/2009 Buenos Aires Paper . P 86 Yes No Yes- reported to police
duty folder leftin street  cases
Documents could not be
25/02/2009 Sana'a Paper Supporting documents of child passport application 2 Yes No No
a2 P! located at post £ = R R
Papers blown out of Printed copy of individual passport database record
04/03/2009 Madrid Paper 1 S5 FEED record 5 Yes No No
window and email about data subject's passport application
Laptop stolen from staff
21/08/2009 Caracas Electronic ve:icl: Personal data N/A N/A No No
UK Service Training manual for online Usernames and passwords for access to online
11/10/2009 Provider Paper medical clearances left on medical clearance applications for staff and families ~ FCO, DFID and UKBA staff Yes N/A Yes
train posted overseas
Documents lost after Details of staff who had volunteered as mentors-
30/03/2010 FCO Paper induction training from names, grades, current roles, brief FCO histories, 60 Yes No No
external trainer hobbies. No contact details
. . Laptop stolen from Prescription and test request information for named Yes- action taken at post for those responsible for
1 201 New Delh| El Not k Yi N
SHEE/2D ew Delhi TeEents regional medical centre individuals. No other contact details or diagnoses CULITELT es ° loss and their failure to adhere to FCO procedures
Employment files include recruitment papers, letters
BB IS of ap ‘flbintment appraisals, current e
25/11/2010 FCO Paper from internal central FCO 'pp bELL N Yes No No
N arrival/departure/posting notification forms, leave
repository 3
allocation and requests and personal letters of
Documents lost durin
18/03/2011 Pretoria Paper . . g Cancelled passports 10 Yes No Yes- reported to police
internal processing
Registered mail went
03/06/2011 Dublin Paper e Prisoner repatriation request 1 Yes No No

missing in transit



| Additi to rectify loss

|Additiona| responses to rectify loss

Change of process to ensure documents are not lost again

Process put in place to ensure recordings for interview skills training are either
erased, or removed and secured safely with the camera, after an exercise

Ministers, Permanent Under-Secretary (PUS) and Information Commissioner's Office
(ICO) informed. FCO assisted British Council with making procedural changes

Addresses removed from second consular Duty Officer folder. Staff warned about
incident and to report suspicious activity. Out of hours duty guidance reviewed

Full search carried out. Fraud and Compliance team reviewed procedures

Printer moved away from window and window locked. Process in place to ensure
personal data is not left on printers

Estates & Security Directorate and Chief Information Security Officer informed and
dealt with this

Usernames and passwords changed within 30 minutes of incident being reported.
Comprehensive access audit carried out to check only recognised users only had
access. New procedures and training practices introduced to ensure such an incident
would not happen again

Changes made to procedure for making this information available for future courses

Review of security procedures at other medical centres. Loss reported to PUS and ICO

Review of loan arrangements for personnel files carried out. Reminders about
guidance for staff using such services are now sent regularly

All staff members interviewed. All passports were cancelled and alerts sent to all
ports. Review of procedures carried out and appropriate changes implemented

Appropriate Consular Assistance team informed. Prison authorities in Ireland
informed individual concerned. Ministry of Justice also aware and confirmed that
transfer process not affected by loss of document



